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Purpose 

The procedures outlined in this document are for computer systems (PCs, laptops, servers), 
digital copiers (with hard drives), and PDAs/Smartphones that will no longer be used within 
Wood County.  The items may be sold on the County Auction website or traded in for discounts 
on new hardware purchases.   
 
PDAs/Smartphones cannot be erased using the software in Procedure 1 and tools on the devices 
do not adequately erase them.  If the devices are used to store County data other than calendar 
items or contacts then Procedure 2 is the only option. 
  
Overall, either Procedure 1 or Procedure 2 is recommended; Procedure 3 combines the two 
procedures to provide the highest amount of security. County offices and departments are 
encouraged to follow at least one of these procedures. 
 

Procedure 1 

Software Erasure 
Using software tools specifically designed for “software sanitation” or “data cleansing”, the hard 
drive will be erased so all traces of software and its data cannot be retrieved using common 
restoration techniques.   
 
In order to complete this procedure for digital copier hard drives, the drives need to be removed 
and connected to a computer running one of the software tools listed below.  Upon completion, 
the hard drive should be placed back in digital copier. 
 
 A list of possible products includes: 

“Disk Erasure” 
Communication Technologies, Inc.,  
4151 Newbrook Drive, Suite 400, Herndon, VA  20170 
Tel:  (703) 961-9080 
Web:  www.comtechnologies.com  

 10 Wipe License - $39.95 
 100 Wipe License - $194.95 

Ent. Edition - $299.95 
 
“DataEraser” 
ONTRACK Data International, Inc. 
9023 Columbine Road, Eden Prairie, MN  55347 
Toll Free:  1 (800)-872-2599  
Tel:  1 (952) 937-5161  
Web:  www.ontrack.com 
Professional Edition 50 Uses - $500 
 
“Darik’s Boot and Nuke” 
Freeware 
No Software Support 

 See PC Support Coordinator for more information. 
Web: http://dban.sourceforge.net 
No Cost 

 



Procedure 2  

Physical Destruction and Disposal 
This involves the removal and physical destruction of the storage device before it is sent to the 
landfill for disposal.  If the device is a PDA/Smartphone then the entire unit is subject to steps 
listed below.   
 

1. All information is erased from the storage device. This can be a simple erasure, no 
special software is required. 

2. Storage device is removed from the computer system. 
3. Storage device is given to the Maintenance Department. 
4. The Maintenance Department will destroy the storage device with multiple strikes 

from a sledgehammer. 
5. Once the device is destroyed, it will be deposited into the Wood County Landfill. 

 

Procedure 3  

Software Erasure with Physical Destruction and Disposal 
This procedure combines Procedure 1 and Procedure 2 which are described above. This method 
is recommended for highly sensitive data and would ensure that any data on the storage device 
cannot be retrieved. 
 

1. Erase data using recommended software in Procedure 1. 
2. Storage device is removed from the computer system. 
3. Storage device is given to the Maintenance Department. 
4. The Maintenance Department will destroy the storage device with multiple strikes 

from a sledgehammer. 
5. Once the device is destroyed, it will be deposited into the Wood County Landfill. 

 
 
                                                 
1 U.S. Department of Defense; Disposition of Unclassified DoD Computer Hard Drives was used as a resource for 
this procedure. 
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